MpunoxeHue 2
K 0643aTeNbHON MH(OpMaLnmn
AN pa3MeLLeHunsa Ha cainTe

MHPOPMALUNOHHAA MNMAMATKA
ONA OBYHARO W UMNXCA ANA PASMEWEHNA
HA O NUWNANTbHBIX MHTEPHET-PECYPCAX

C KaxfblM rogoM MONOAEXW B WHTEPHETE CTaHOBUTLCA 60/blIe, a LWKOJb-
HUKW O4HW M3 CaMblX aKTUBHbIX MONb3oBaTesnied PyHeTa. Mexpgy Tem, NOMUMO
OrPOMHOTr0 KOJINYecTBa BO3SMOXHOCTeW, UHTEPHET HeceT U nNpobnemMbl. 3Ta NamaT-
Ka 4O/I)XHa NoOMOoYb Tebe 6e30MacHO HaxXOAUTbLCA B CETMW.

KomnbloTepHble BUpYChI

KoMnblOTEPHbIA BUPYC - 3ro PasHOBUAHOCTb KOMMbIOTEPHbLIX MpPOrpamm,
OTANYNTENbHOW OCOOEHHOCTLID KOTOPOWM ABNAETCS CMOCOBHOCTb K Pa3MHOXEHWUIO.
B gononHeHne K aToMy, BUPYCbl MOTYT MOBPEAUTb MAN MOMHOCTbH YHUUTOXMUTb
BCe (halifibl U faHHble, NOAKOHTPOJIbHbIE NOMb30BaTEND, OT UMEHU KOTOpPOro 6bina
3anyleHa 3apaXxeHHas nporpamMma, a TakXe MOBPeAUTb UM faXe YHUUTOXUTb
onepaLuoHHYI CUCTEMY CO BCEMW (palnamu B LenOM. B 60NbLWIMHCTBE Cly4yaes
pacnpocTpPaHATCA BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3auUnUTbl OT BPEAOHOCHbIX NPOrpamm:

1. Ncnonb3yih COBPEMEHHble OMepauuoHHbIE CUCTEMbI, UMeKLWNe cepbes-
Hbl/i YPOBEHb 3aWNTbl OT BPEAOHOCHbIX MPOrpamm;

2. MOCTOSAHHO ycTaHaBnuMBal HayTu (UMGpPpOBbIe 3annaTku, KOTopble aBTO-
MaTU4YeCKN yCTaHaBNMBAKTCA C LeNbio A0paboTKM nporpammbl) U gpyrue o6HOB-
NeHns cBOeW onepaynoHHOW cucTeMbl. CKaumBaill MX TONbKO C OPULUANBHOTO
carita paspabotumka OC. Ecnm cylecTByeT pexuMm aBTOMaTUYeCKOro o6HOBe-
HUSA, BKKOYN €ro;

3. PaboTail Ha CBOEM KOMMbKOTepe Noj npasaMu Mofb3oBaTens, a He agMu-
HUcTpaTopa. 3TO He NO3BOMUT 6ONbLLWNHCTBY BPELOHOCHbLIX NpOrpamMm MHCTanu-
poBaTbLCA HAa TBOEM MEPCOHA/IbHOM KOMMbIOTEpE;

4. Ncnonb3yih aHTUBMPYCHbIE NPOrpaMMHble NPOLYKTbl M3BECTHbIX MPOU3-
BOAUTENEN, C aBTOMATMYECKMM 0O6HOBeHMeM 6as;

5. OrpaHnyb (HM3NYECKUN AOCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX NnL;

6. Mcnonb3yil BHEWHWE HOCUTENM WMHGpOpMauUuK, Takme Kak dnewka, AUCK
Unn anin U3 UHTEpPHeTa, TO/IbKO U3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBalhi KOMNbIOTEPHbIE (paiibl, MONYUYEHHble U3 HEHALEeXHbIX UC-
TOYHUKOB. [laxe Te (pal/ibl, KOTOPble Mpucaan TBOW 3HAKOMbIWA. Jly4ylle YTOYHU Y
Hero, oTnpasfsaa Nu OH Tebe ux.

Cern WI-FI

Wi-Fi - 3T0 He Buj nepefaym faHHbIX, HE TEXHO/IOTUA, a BCEro NULWb 6peHs,
mapka. Euwe B 1991 ropy HuaepnaHAckas KOMMNaHWA 3aperucrtpuposana OpeHf



"WECA", 4yTto o603Hayano cnosoco4vetaHume "Wireless Fidelity", KoTopblii nepe-
BOAMTCA KakK "6ecnpoBOAHas TOYHOCTb".

[lo Hawero BpemeHn gowna gpyras abbpesmatypa, KoTopas SBNAETCA TaKOM
Xe TexHonoruven. IOTo abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe ObII0 AaHO C
HaMEeKOM Ha CTaHAapT BbiCclWel 3BYKOBOW TexHUKW Hi-Fi, 4yTo B nepeBoje O3Haya-
eT "BblCOKas TOYHOCTbL".

[a, 6ecnnaTHbIA MHTEPHET-JOCTYN B Kade, 0Tendax U asponoprax ABNAETCH
OTNNYHOW BO3MOXXHOCTbIO BbIXOf4a B MHTEpHeT. HO MHOrue 3kcnepTbl CUYMTALOT,
yTto obuwepnocTynHble Wi-Fi ceTn He aBnAOTCA 6€30MacHbIMK.

CoBeTbl N0 6e30MacHOCTN paboTbl B 06We[0CTYNHbIX ceTax Wi-fi:

1. He nepepgaBail CBOK /IMYHYO MHGOpMaLmMio Yyepe3 obuegocTynHble Wi-Fi
ceTn. PaboTas B HUX, XenaTe/ibHO He BBOAUTbL Maponun JOCTyna, IOTUHbI U Kakue-
TO HOMepa;

2. Vicnonb3yih 1 06HOBNAN aHTMBUPYCHbIE MporpamMMmbl U 6paHamayep. Tem
cambliM Tbl 06e30nacub cebs OT 3aKauyku BMpyca Ha TBOE YCTPOMCTBO;

3. Mpn ncnonbzoBaHmn Wi-Fi oTkntoumn ¢gyHkymio "O6wmin goctyn K an-
nam v npuHtepam”. [aHHas (YHKUMA 3aKpblTa NO YMOMYaHUIO, O4HAKO HEKOTO-
pble MONb30BaTeNM aKTUBUPYKOT ee And yaobcTBa ucnonb3oBaHUa B pabote wuau
yuebe;

4. He wucnonb3yihh ny6numunbin WI-FI gns nepefaynM NAWYHbIX [AaHHbIX,
Hanpumep 415 BbIX04a B COUManbHble CETU UN B 3/IEKTPOHHY MOYTY;

5. icnonb3yil TONbKO 3aliulieHHoe coegnHeHune vyepe3 HTTPS, a He HTTP,
T.e. Npyn Habope BebG-aapeca BBOAN UMeHHO "https://";

6. B MmobunbHOM TeneoHe OTKMOUYU PYyHKUMIO "logknoyveHne K Wi-Fi aB-
TomMaTuyeckn". He ponyckail aBTOMaTUYeCKOro MOAK/OYEHUA YCTpPOWCTBa K ce-
TAM Wi-Fi 6e3 TBOoero cornacus.

CouunanebHble ceTu

CounanbHble CETU aKTUBHO BXOAAT B Hawy XXWU3Hb, MHOTVe NoAn paboTalT
N OXXUBYT TaM MOCTOAHHO, a B Facebook yxe 3apeructpmpoBaH Mmunamapi 4YenoBek,
4yTO ABNSETCA OAHOWN CeAbMOI BCeX XWUTenein nnaHeTbl. MHOrMe NONb30BATENN He
MOHMMAKT, UYTO MH(pOpMayusa, pasmeleHHas UMK B COLMANbHbIX CeTAX, MOXeT
ObITb HalgeHa M UCNONb30BaHa KeEM YroAHO, B TOM 4yucne He 0643aTeNbHO C 6M1a-
TMMWN HAMEPEHUSAMN.

OCHOBHble COBEeTbl M0 6€30MaCHOCTM B COLMaNbHbIX CeTAX:

1 OrpaHunyb CNUCOK Apy3ei. Y Tebsa B APY3bAX He AO/MKHO ObITb Cry4vai-
HbIX U HE3HAKOMbIX NOAEN;

2. 3aumuiai cBOK YacTHYH XWU3Hb. He yKasbiBail naponu, TeneoHbl, agpe-
ca, JaTy TBOEro pPOXAEHUS U APYTYH NIMYHYIO MHMOpMauuto. 310yMblLWIEHHUKN
MOTYT MCMONb30BaTb AaXe MHPOPMALMIO O TOM, KakK Tbl U TBOW POAUTENN NJIAHU-
pyeTe NPOBECTN KaHUKY/bI;

3. 3awuuiali cCBOK penyTauuto - AepXun ee B YMCTOTe M 3ajaBail cebe BO-
npoc: xXoTen 6bl Tbl, YTOObI Apyrve MONb30BATENW BUAENU, YTO Thbl 3arpyxaelsb?
Moagymai, npexpae Y4em 4YTOo-TO ONy6AMKOBATb, HaNMcaTb U 3arpysnThb;



4. ECNn Tbl TOBOPULWb C NOAbMU, KOTOPbLIX HE 3Haelwb, He UCNONb3yl CBOE
peasbHOE UMSA U LPYTYHO JIMYHYKO WH(QOpPMaLUKN: UMS, MECTO XUTeNbCTBA, MECTO
y4yebbl 1 npoyee;

5. N3b6eralii pasmelleHna goTtorpaguin B MIHTepHeTe, rae Thl M306paXKeH Ha
MECTHOCTMW, N0 KOTOPOM MOXHO ONpesfennTb TBOE MeCTONOJIOXKEHUE;

6. Mpwn perncrTpauny B coumanbHON ceT HEOOXOAMMO UCMONb30BaTh CNOX-
Hble Maponu, coctoswme n3 6yks n uugp U ¢ KONUYECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOW CETW, MOYTbl U APYTrMX CanTOB HEOO6XOLMMO MCMONb30-
BaTb pasHble maponu. Torga ecnu Te6s B3NOMAKT, TO 3/10YMbILWEHHUKM nonyyar
JOCTYN TONIbKO K O4HOMY MeCTy, a He BO BCe cpasy.

ONeKTPOHHbIEe AeHbIN

ONEeKTPOHHbIE AEHbIMN - 3TO OYEHb YAOOHbIA CNOCO6 MnaTeXxen, ogHAKO Cy-
WeCTBYIOT MOLWEHHUKN, KOTOPble XOTAT MNONYUYUTb 3TU AEHLIN.

ANEeKTPOHHbIE LeHbIY NOABUINCH COBCEM HELaBHO U UMEHHO M3-3a 3TOr0 BO
MHOTMX rocyfgapctBax 40 CUX NMOP He NPONMUCAHO NPO HUX B 3aKOHax.

B Poccumn e OHM PYHKUMOHUPYIOT U O HUX Y)XKe NponucaHo B 3aKOHe, rge
MX pasfensdrT Ha HEeCKONbKO BUAOB - aHOHWMHbIE U He aHOHWMHble. PasHuua B
TOM, YTO @aHOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTca NpoBOAUTbL onepauun 6es
NOEHTUDUKALUWM NONb30BATENA, & B HEAHOHUMHbIX UAEHTU(NKaLUA NoNb30BaTens
ABNdeTcA 0643aTeNibHOIA.

TakXe cnefyeTt pas3nmyatb 3/1eKTPOHHbIe (hnaTHbIE LeHbrM (paBHbl rocyaap-
CTBEHHbIM Ba/slOTaM) W 3/IEKTPOHHble He(uaTHble [eHbrn (He paBHbI rocypgap-
CTBEHHbIM BanTaMm).

OCHOBHble COBeTbl Mo 6e30NacHOn paboTe C 3NEKTPOHHbLIMU AEeHbIaMW:

1. MpuBSHYXKN K cHEeTYy MOOWbHBLIA TeneoH. 3ro camblii YAL0O6HbIA U BbICT-
pblli CNOCO6 BOCCTAHOBUTbL AOCTYN K cyeTy. NpuBsA3aHHbIA TeneoH NOMOXeT, ec-
nn 3abyfewb CBOW NnaTeXHbIW Naponb WX 3ailjewb Ha CaWT C He3HaKOMOro
YyCTPOWCTBA;

2. Ncnonb3yih ofgHOpa3oBble naponn. focne nepexofa Ha YCUIEHHY aBTO-
pusauuto Tebe yxxe He OyaeT yrpoxaTb ONacHOCTb KpaXu WM nepexsaTta MnaaTex-
HOro napons;

3. Bbibepn cnoxHblii maponb. lMpecTynHMukam OyAeT He MNPOCTO yragaTth
CNOXHbIN naponb. HagexHble naponu - 3To Naposin, KOTopble COAEPXaT He MeHee
8 3HAKOB M BKNOYAKT B CEOA CTPOUHbIE M MPOMUCHbIE BYKBbI, LM(Pbl U HECKO/b-
KO CMMBOJ/IOB, TakKue KaK 3HaK pgonnapa, ()yHTa, BOCKAMLATENbHbIA 3HaK W T.M.
Hanpumep, $tRONng!;;

4. He BBOAW CBOW NUYHbIE faHHble Ha calTax, KOTOPbIM He 4OBepseLlb.

ANeKTpoHHada noyTa

JNeKTpOHHaA nouTa - 3TO TEXHONMOIMA M NpPeAocTaBNseMble €l YCAyru no
nepecbisike U MONYYEHUIO 3NEKTPOHHbIX COOOLEHNIA, KOTOPble pacnpefenstoTca B
KOMMbOTEPHON ceTU. OOBbIYHO 3NEKTPOHHbIA MOYTOBbLIM AWWK BbIFNAAUT CNepy-
IoWMM 06pas3om: UMA_Monb30BaTeNa@uUMA_A0MeHa. Takxe Kpome nepegaym npo-
CTOro TeKCTa, MMeeTCca BO3MOXHOCTb MnepefaBatb (aisbl.

OCHOBHble COBETbI M0 6e30nacHON paboTe ¢ 3/IEKTPOHHON NOYTOW:



1. Hapgo BbliG6paTb nNpaBW/IbHbIA MNOYTOBbLIA CepBUC. B WHTepHeTe ecTb
OrPOMHbIN BbIGOp GecnnaTHbIX MOYTOBbLIX CEPBMCOB, OA4HAKO Nyylle LOBEePATb TeM,
KOro 3Haellb W KTO MepBbli B PEATUHTE;

2. He ykasbiBaih B IMYHOW MOYTe IMUHYI MHGpOpMauuto. Hanpumep, nydie
Bbl6paTh "My3blKanbHbI_(aHaT@" unm "pok2013" BmecTo "Tema 13";

3. Vicnonb3yil AByx3TanHyk aBTopu3auuio. ITO Korga noMUMO napons
HY>XHO BBOAUTb KOA, NpUcCblfiaemblii No SMS;

4. Bblbepun CNOXHbBIA Naposb. [N KaXoro no4ToBoro AuiMka fo/mkKeH 6biTb
CBOW HafeXHbI, YCTOWUYNBbLIW K B31IOMY Maposib;

5. Ecnn ecTb BO3MOXHOCTb HamucaTb cCamMOMY CBOM NMYHbIA BONPOC, UC-
NoMb3yW 3Ty BO3MOXHOCTb;

6. Micnonb3yil HECKONbKO MOYTOBbLIX SAWMKOB. lMepBbll ANS 4YacTHOW nepe-
MUCKW C agpecaTamMmu, KOTOPbIM Tbl JOBepsielb. DTO 3/IEKTPOHHbLIN agpec He Hago
MCNONb30BaTb MPU perucTpaummn Ha opymax u cantax;

7. He oTKpbiBai (alinbl U Apyrne BNOXEHMUA B MUCbMax, Aaxe eclv OHWU
NpuWAn oT TBOUX Apy3ei. Jlydwe YyTOUHWU Y HUX, OTNPaBAAAM NN OHWU Tebe 3Tu
(hannol;

8. Mocne oKOH4YaHUA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbiTheM
BKNaAKN C cainToM He 3abyfAb HaXaTb Ha "BbIATn".

KnbepbynnumHr nnu BupTyanbHoe n3feBaTe/ibCTBO

KnbepbynnuHr - npecnegoBaHme coobuweHMamu, cogepxawmmn ockopbne-
HUSA, arpeccuto, 3anyrmBaHue; XynWraHcTBO; coumanbHOe 60MKOTMpPOBaHWE C NO-
MOLLbIO PasIMYHbIX UHTEPHET-CEPBUCOB.

OCHOBHble COBETbI N0 60pbbe C KNOEPOYNNNHIOM:

1. He 6pocaiica B 60i. Jlyuwnii cnocob: nocoBeToBaTbCA KakK Cebsi BeCcTu W,
eC/In HeT TOro, K KOMY MOXHO 06paTuTbCA, TO BHayane ycrnokoutbcA. Ecnm Thbl
HayHelWb OTBeYaTb OCKOPONEHUAMWU Ha OCKOPO6/ieHUsA, TO TOMbKO ewe 60nbLlie
Pa3oXOKelWb KOHMAUKT,

2. YnpaBnai cBoein KnbeppenyTaumnen;

3. AHOHMMHOCTb B ceTu MHMMasA. CyLwecTBYKT CNoco6bl BbIACHUTb, KTO

CTONT 328 aHOHUMHbIM aKKayHTOM,
4. He cTOWT BeCTW XYNUTaHCKMI 06pa3 BUPTYaNbHOW XWU3HW. MNHTepHeT

(hbuKcupyeT BCe TBOW AEACTBMSA W COXpaHAeT UX. Y[OanuTb ux O6yfeT KpaiHe 3a-
TPYLHUTENbHO;

5. Cob6ntogain cBOK BUPTYaNnbHY YeCTb CMOMOAY;

6. UrHopupy# efAuUHUYHbLIA Heratms. OfHOpPa30Bble 0CKOPOUTENbHbIE CO0O-
WeHns nydywe urHopmposaTb. OO6bIYHO arpeccusi npekpaw,aeTcs Ha Ha4vaabHOMW
cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MIFHOBEHHbIMW COOOLIEHNSMU, B
coymnanbHbIX CeTAX eCTb BOSMOXHOCTb 6/IOKMPOBKM OTNpPaBKM COOOLEHWNIA C onpe-
[eNeHHbIX afpecos;

8. Ecnm Tbl cBupeTenb KnbepbynnmHra. TBou JeNCTBUSA: BbICTYNMUTL NPOTUB
npecnegoBatens, nokasaTb eMy, YTO ero AeiCcTBUA OLEHMBAKOTCSA HeraTUBHO, MOA-
[epXaTb XepTBY, KOTOPOW HYXHa Ncuxonormyeckas nomolwb, cooOWMTbL B3pOC-
NbIM O (haKTe arpecCMBHOrO NOBELEHNS B CETU.



Mo6unbHbI TenehoH

CoBpeMeHHble CMapT(OHbI M NAaHLWeTbl coaepXaT B ce6e BNOMHE B3POC/bIN
(hYHKUMOHanN, U Tenepb OHW MOTYT KOHKYpPUPOBaTb CO CTaLlMOHAPHbIMWU KOMIMbHO-
Tepamu. OfHaKoO, CPeAcCTB 3alWMTbl ANA MNOAO6GHLIX YCTPOWCTB MOKA OYeHb Mano.
TecTupoBaHue N NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak
ansa MK, To )Ke camoe Kacaetcsd M MOOUIbHbIX MPUNOXKEHWIA.

CoBpeMeHHble MO6GUNbHbIE Bpay3epbl yXXe NpakTUYeCKWM AOTHANN HacTO/b-
Hble aHanoru, OfHakKo paclwupeHue (yHKLMOHana BfeYeT 3a CO60A 60nbLYIO
CNOXHOCTb M MEHbLW Y 3aliULLEHHOCTb.

[Janeko He BCe NPOM3BOAWUTENW BbIMYCKAOT OOHOBMEHWSA, 3aKpbiBaloLwue
KPpUTUYECKME YA3BUMOCTWN 41 CBOMX YCTPOMCTB.

OCHOBHbIe COBETbI 4711 6€30MacCHOCTN MOOGUILHOTO TenedoHa:

Huuyero He siBnseTca no-HacTosiwemy 6ecnnaTtHbiM. Byab OCTOPOXXeH, Befdb
Korga Tebe npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6GbITb CKPbITbl Kakue-
TO NJiIaTHbIE YCNYTK;

Oymali, npexae yem oTnpaButb SMS, hoTo nnm Buaeo. Tbl TOYHO 3HaelWb,
roe oHn 6yLyT B KOHEYHOM uTore?

HeobxoanMMo 0OHOBNATHL OMEPALMOHHYI CUCTEMY TBOEro cCMapT(oHa;

Ncnonb3yil aHTUBUPYCHbIe NporpaMmmbl And MO6UIbHbLIX TeNe(OHOB;

He 3arpyxalhi NPUIOXeHWS OT HEM3BECTHOr0 WCTOYHWKA, BefAb OHW MOTYT
cofepXaTb BpeJOHOCHOE NporpaMmmHoe obecnevyeHue;

Mocne TOro Kak Tbl Bbliifewb C caiTa, rae BBOAUN NUYHYK WHGpOpMayuto,
3anan B HaCTpPOWKK Gpaysepa u yganu cookies;

Mepunognyeckn NpoBepsii, Kakue nnaTHble YCAYrM aKTUBMPOBAHbI Ha TBOEM
HOMepeE;

[aBaii cBOW HOMep MOOMIBLHOrO TeneoHa TONbLKO NHOAAM, KOTOPbIX Thbl
3Haelb U KOMY [0OBepsellb;

Bluetooth fo/mkKeH 6bITb BbIK/HOYEH, KOrja Tbl UM He Monb3yewsbcs. He 3a-
OblBall MHOTAa NPOBEPATH 3TO.

Online urpsl

CoBpeMeHHble OHMAWH-UTPbl - 3TO KpacOYHble, 3axBaTbiBaloLiMe pasBlieye-
HUSA, 06bEeANHAOWIME COTHU TbICAY YEe/IOBEK NO BCeMy MUpY. VITPOKU mnccnegyroT
AaHHbIA UM Mup, obwalTca APYr C 4PYrOM, BbINOMHAKT 3ajaHus, cpaxawTcs C
MOHCTpPamMu M Nony4vawT ONbIT. 3a YyAOBONLCTBME OHM NNaTAT: MOKYMawT AUCK,
onslaynBaroT aboOHEMEHT UAM NpUobpeTaroT Kakne-To Onuunu.

Bce 3Tn cpefctBa UAYT Ha MOALEpPXKaHWe U pasBUTUe UTPbl, a TaKXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHTCA CUCTEMbl aBTOpM3aL MM, BbIMYCKAOTCA HOBblE
natum (LnMdpoBble 3anaaTky 418 Nporpamm), 3aKpbiBaloTCA YA3BMMOCTU CEPBEPOB.

B nopobGHbIX wurpax CTOUT onacaTtbCHd He CTO/MIbKO CBOWX COMEPHWUKOB,
CKONbKO KpaXu TBOEro mnapons, Ha KOTOPOM OCHOBaHa CUCTeEMa aBTopu3auunu
6oNblWMHCTBA Urp.

OCHOBHble COBeTbl N0 6€30MacHOCTN TBOEr0 UITPOBOr0 aKKayHTa:

1 Ecnn gpyroin nrpok BegeT cebda nNaoxo unm cosfpaeT 1e6e HENPUSATHOCTH,

3a6/10KMpPYIl ero B CNUCKe UTPOKOB;



2. Moxanynca agMnuHUCTpaTopam Urpbl Ha NJOXoe MOBeAEeHMe 3TOro Urpo-
Ka, )XeNlaTe/NibHO MPUIOXNTb Kakne-To [0Ka3aTeNbCTBa B BUe CKPUHOB;

3. He yKasblBail MUYHYO MH(OpPMALUIO B Nnpodaine urpsbl,

4. YBaxan gpyrux y4yacTHUKOB MO Urpe;

5. He ycTaHaBnuBal HeouumanbHble Natyn n MOAbl;

6. icnonb3yli CNOXXHbIE N pasHble Naponu;

7. Jaxe BO Bpems WUrpbl He CTOMT OTK/KOYaTb aHTUBMpYC. Moka Tbl urpa-
elb, TBOM KOMNbIOTEP MOFYT 3apasunThb.

PUIWNHT UNN KpaXa IMYHBIX AAaHHbIX

OG6bIYHOW KpaXKei feHer u JOKYMEHTOB CEerofHs YXe HWKOro He yAUBULLb,
HO C pasBUTUEM WMHTEPHET-TEXHONOIMA 3N10YMbIWEHHUKN NepeMecTU/INCb B WH-
TepHeT, U NPOAO/HKAKT 3aHMMaTbLCA "NOOUMbIM" AeNoM.

Tak nossBunacb HoBasf yrposa: WHTEPHET-MOLWIEHHWYECTBA WAM (PULLKHT,
rnaBHas Lesb KOTOPOro COCTOUT B MONYYEHUN KOHPULAEHUUANbHBIX faHHBIX NOJb-
3oBaTesieil - NOrMHOB M naponen. Ha aHrnuiickoMm fA3bike phishing umTaetca Kak
¢puwwnHr (ot fishing - pei6Has nosng, password - naponb).

OCHOBHbIe COBeTbI N0 60pb6e C PULLINHIOM:

1. Cnegn 3a cBOMM akkKayHTOM. Ecnu Tel mogospeBaellb, YTO TBOA aHKeTa
Obl/la B3/lOMaHa, TO Heobxoanumo 3abnoKMpoBaTb €e U CO06WMTb agMUHUCTPATO-
pam pecypca 06 3TOM KakK MOXHO CKOpee;

2. icnonb3yin 6e3onacHble Be6-CaTbl, B TOM YuMCNe, MHTEPHET-MarasmHoB U
MOUCKOBbIX CUCTEM;

3. Vicnonb3yin cnoXHble W pasHble naponu. Takum o6pa3om, ecnm Tebs
B3/IOMAlOT, TO 3/10YMbILU/IEHHUKN MONy4YaT AOCTYN TONbKO K OAHOMY TBOEMY Mpo-
(1N B CeTU, a He KO BCEM;

4. Ecnn T1ebsa B3nomManu, To HeEO6X0AMMO NpefynpeanTb BCeX CBOUX 3HAKO-
MbIX, KOTOpble A06aBneHbl y Teb6a B APYy3bAX, O TOM, 4TO Teb6d B3flOMann WU, BO3-
MOXXHO, OT TBOEro MMeHW OyAeT paccbifiaTbCA CrMaM W CCbIIKM Ha (YUWWUHTOBbIE
calnThbl;

5. YcTaHoBM HafaeXxHbl naponb (PIN) Ha MOGUNbHBIA TenedoH;

6. OTKNKOYM cCOXpaHeHUe napons B bpaysepe;

7. He oTKpbiBail (haiifibl U ApYruve BJIOXKEHWUS B MUCbMax, faXe ec/lin OHU
NPUWAN OT TBOMUX APY3eil. Jly4ylle YTOYHWU Yy HUX, OTNPaBAANN 1N OHW Tebe 3Tu
(hainsl.

Linpposas penytaums

LinppoBas penyTtayma - 3TO HeraTMBHas WM MNO3UTUBHAs MHGopMauus B
cetn o Tebe. KomnpomeTupytowas nHpopmayns, pasmeleHHas B UHTEPHETE, MO-
XeT cepbe3HbIM 06pa3oM OTPasUTbCS Ha TBOEW peanbHOW XM3HU. "Lindposas pe-
nytaymnsa" - 3To TBOW MMMUIOX, KOTOpPbIA hopmupyeTcd M3 MHpopmaumm o Tebe B
MHTepHeTe.

TBOE MeCTO XUTeNbCTBa, y4yebbl, TBOE (PUHAHCOBOE MONOXKEHNE, OCOOEHHO-
CTW XapakTepa u pacckasbl 0 6/1IM3KMX - BCe 3TO HaKamn/MBaeTCA B CETMW.

MHOrme noAgpoOCTKN NerkOMbICIEHHO OTHOCATCA K Ny6auKaumm NUYHON UH-
hopmayunm B VIHTepHeTe, He MOHMMas BO3MOXHbIX MOCNEACTBUU. Tbl Jaxe He



CMOXellb Aoragartbca 0 TOM, 4To (phoTorpadmsa, pasMmelleHHas 5 net Hasaf, ctana
NMPUUYMHOIN O0TKas3a NPUHATb Tebsi Ha paboTy.

KommeHTapuu, pasmelieHne TBoux ortorpapuil n gpyrue LeicTtsus mMoryT
He MCYE3HYTb faXKe Mocfe TOro, Kak Tbl UX yaanuib. Tbl He 3HaeWwb, KTO coxpa-
HUN 3Ty UH(pOPMauuto, nonanaa N OHa B MNOUCKOBbIE CUCTEMbl U COXpPaHWUNach Nu
OHa, a rnaBHOe: 4YTO NogymarT 0 Tebe OKpyXxawume NOAU, KOTOPble HaWAyT U
YBUAAT 3T0. HaiTu MHPOpMaLMio MHOTo NeT CNyCcTs CMOXET 060N - Kak 13 f06-
PbIX MOOYXXAEHWI, TaK U C HAMEPEHUEM NPUUYUHUTL Bped. BTO MOXET ObiTb KTO
YrogHo.

OCHOBHble COBEeTbI MO 3aWmnTe LUHOPOBOA penyTaLun:

1. Mopgymaii, npexae 4em 4YT0-TO Ny6IMKOBaThL M nNepejasaTb y cebsa B 6ore
N B COUManbHON ceTu;

2. B HacTpoiikax npodunsg ycTaHOBM OrpaHWYyeHWs na MPOCMOTP TBOEro
npounas 1 ero cCoaepXmMMoro, caenai ero TonbkKo "ansa gpysen’;

3. He pasmewiann n He yKasblBalhi MH(pOpMaynto, KoTopasd MOXET KOoro-nmbo
0CKOpPO6NATL NN 06MXKaTb.

ABTOpPCKOe npaso

CoBpeMeHHble LWKO/MIbHUKN - aKTWBHblIe [MO0/b30BaTENIN LUKPPOBOro Mpo-
cTpaHcTBa. OLHaKO faneKo He BCe 3HAKT, YTO MONb30BaHWE MUOTMMU BO3MOXHO-
CTAMWU UU(PPOBOro mMupa TpebyeT coONOAEHUS NpaB Ha WMHTeNNeKTyalbHYK C06-
CTBEHHOCTb.

TepMUH "MHTeNNeKTyaslbHas CO6CTBEHHOCTbL" OTHOCUTCA K pa3/iIM4yHbIM TBO-
PEHUAM 4YeN0BEYECKOr0o yMa, HauyMHas C HOBbIX M306pPeTeHWI M 3HAKOB, 0603Ha-
yalLWmMx COOGCTBEHHOCTb Ha NPOAYKTbI M YCNyru, W 3akaH4YmMBas KHuramu, ¢oTo-
rpaouamMun, KUHOMUIbMAMUN N MY3blKallbHbIMWU MPOU3BELEHUAMN.

ABTOpCKMe npaBa - 3TO MpaBa Ha MHTENNIeKTya/ibHY0 COOCTBEHHOCTb Ha
Npou3BefeHNs HayKu, nutepatypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTyNnakwT B
KayeCcTBe rapaHTWUM TOr0, YTO MHTENNEKTYalbHbIA/TBOPYECKNIA TPYA aBTopa He 6y-
[eT HanpacHbIM, AacT eMy cnpaBef/iMBble BOSMOXHOCTK 3apaboTaTb Ha pesyfbTa-
Tax CBOEero Tpyfa, Mony4YnTb U3BECTHOCTb U MpuU3HaHuMe. HUKTO 6e3 paspelieHus
aBTOpa He MOXEeT BOCNPOM3BOAUTL €ro Npou3BefeHne, pacnpocTpaHaTb, Ny6nny-
HO feMOHCTpMpoOBaTb, NpojaBaTb, UMMNOPTUPOBATL, MycKaTb B MpokaT, Ny6/JNYHO
MCNOMHATb, NOKa3blBaTb/UCNONHATL B apupe uam pasmeliaTtb B MIHTepHeTe.

Mcnonb3oBaHMe "MMpaTcKoro" nporpamMMHOro obecnevyeHns MOXeET npuee-
CTM K MHOTUM pUCKaM: OT MOTepu AaHHbIX K TBOMM akKayHTam A0 6/10KUPOBKMU
TBOEro yCTpOWCTBa, rAe yCTaHOB/NIEHA HeneranbHad nporpamma. He cTouMT Takxe
3abblBaTb, 4YTO CYLLECTBYIKT JerajbHble M 6GecnnaTHble nNporpammbl, KOTOpPble
MOXHO HalTU B CETWU.

O noprane

CeTeBMYOK.p( - TBOW rNaBHbIA COBETUMK B CETU. 3[4eCb Tbl MOXELWb Y3HaTb
0 6e30NacHOCTM B CETU MOHATHbLIM W AOCTYMNHbIM A3bIKOM, & NPU BO3HWKHOBEHUY
KPUTUYECKOW cuTyauum obpaTuTbCA 3a COBETOM. A TakXe MPUHATb yyacTue B
KOHKYypCcax M cTaTb CaMblM LUMPOBbLIM rpaXxKgaHUHOM!



